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Preface

After nearly twenty years in the NHS, | took the leap into higher education.

In my time there, | witnessed enormous change — the introduction of digital records replacing
cumbersome handwritten notes, the rollout of NEWS2 and PEWS, the Agenda for Change, and of
course, the COVID-19 pandemic.

I've always been amazed at how a workforce as vast as ours continually adapts and evolves to meet
the needs of patients. No matter our role or specialty, we share one uniting goal: improving patient
outcomes.

When | began my master’s degree in Artificial Intelligence and Machine Learning, | was eager to build
models and software that could help the colleagues I'd left behind after moving into education. But
what shocked me most wasn’t the technology — it was the lack of accessible education about it for
NHS staff.

Every paper | read seemed to fall into one of two categories: highly technical articles written by Al
engineers, impenetrable to most clinical professionals; or studies describing staff anxiety,
uncertainty, and the overwhelming feeling of being underprepared. Between these two worlds,
there was very little connection.

This book is designed to bridge that gap — to start the conversation between clinicians and
technologists.

We, as the healthcare workforce, need to understand how these technologies work so that we can
use them safely and effectively for our patients. But equally, Al engineers need our clinical insight
and real-world experience to bring their models out of research papers and into practice.

When those two fields meet — clinical expertise and technological innovation — we don’t just
improve efficiency.
We change healthcare for the better.



Introduction

In November 2022, something extraordinary happened. What once felt like science fiction suddenly
became an accessible portal into the future. ChatGPT arrived quietly—no fireworks, no dramatic
announcements—yet its impact made it feel as though a new technological era had begun.

For the first time, Al wasn’t hidden behind the scenes; it sat in front of us, speaking back with
confidence. Al stopped being a silent algorithm and became a conversation, and conversations feel
human, even when they’re not.

But here’s the truth: Al had already been part of our lives for years. It was there when Netflix and
YouTube nudged us toward the next video, when weather systems predicted tomorrow’s forecast,
and even when WhatsApp suggested the next word in a sentence. These were subtle forms of Al—
algorithms operating quietly in the background, guiding our digital habits without demanding our
attention.

So why did ChatGPT feel so different? Because suddenly, people weren’t just using Al—they were
interacting with it. And that interaction created an illusion of understanding, even authority.

Across every profession—healthcare, law, education, finance, design—people began using Al tools
that could draft, analyse, summarise, and even argue a case. Some embraced it eagerly. Others felt a
quiet unease. Because here lies the real shift: most people started using Al before they understood
it.

This handbook exists for that reason—not to teach coding or technical jargon, but to give
professionals the clarity and confidence to engage with Al without surrendering their judgement to
it. Al is not magic, and it is not neutral. It is a system built on data, patterns, probability, and human
bias. If we are going to work alongside it, we must learn how to ask better questions, challenge
confident mistakes, and think critically—even when the machine sounds certain.



Chapter 1
Chapter 1 — Why Now?

Artificial Intelligence is often spoken about as if it appeared suddenly, but the concept is not new.
The theory behind Al stretches back over a century, to early mathematical thinkers like Alan Turing,
who famously asked whether machines could “think.” For decades, mathematicians and computer
scientists designed algorithms and theoretical models that hinted at intelligent machines.

But theory alone wasn’t enough. For Al to become what it is today, it needed two critical ingredients
that were missing for most of history: data and compute.

1. Data — The Fuel

The rise of the internet and social media changed everything.

For the first time in human history, billions of pieces of text, images, and behaviours were being
uploaded every single day. Without most people realising, this created a vast digital reflection of
humanity — a global dataset that captured how we speak, search, argue, and learn.

Every tweet, headline, and hospital blog added another data point.
This “big data” became the raw material that modern Al models were trained on.

When you train a large language model (LLM), you are essentially exposing it to the written record of
human knowledge — everything from Shakespeare to social media comments. Imagine if it were
trained only on children’s books: its understanding of language, tone, and context would be
drastically limited. Now multiply that by the entirety of the internet, and you start to see the scale.

When ChatGPT was first launched, its training data stopped before the COVID-19 pandemic, meaning
it had no direct knowledge of one of the most significant global events in modern healthcare. This
illustrates a key limitation — Al can only understand the world it has already seen, not the one still
unfolding.

2. Compute — The Engine
The second missing ingredient was computational power.

The breakthrough came from an unlikely source — the gaming industry.

Companies like NVIDIA developed Graphics Processing Units (GPUs) to render complex visuals for
video games. These GPUs turned out to be perfect for Al: they could handle thousands of small
calculations in parallel, dramatically speeding up the process of training neural networks.

To picture this, imagine queuing at an airport.
If there’s only one kiosk open, everyone must wait their turn — that’s like a traditional CPU.
But if 100 kiosks open at once, hundreds of people can be processed simultaneously — that’s a GPU.

The more kiosks available, the faster the line moves. Similarly, the more GPUs a system has, the
faster and more efficiently it can train an Al model.

As GPUs became more advanced and more affordable, local computing power increased too. What
once required a supercomputer in Silicon Valley could now be attempted by a university lab, a start-
up, or even a skilled hobbyist.



This democratisation of compute is vital for the NHS. It means healthcare organisations can begin to
host, train, and own their own Al models — models that are representative of local populations,
written in local contexts, and designed to meet NHS priorities rather than commercial ones.

However, as this accessibility grows, so does the gulf between the tech giants and everyone else.
Companies like Google, Microsoft, and Meta continue to train models at an industrial scale — with
trillions of parameters and global datasets — creating a divide in capability, cost, and transparency.

The NHS must balance the benefits of commercial Al partnerships with the opportunity to build
ethical, locally trained models that preserve patient trust and data sovereignty.

When Theory Met Scale

When algorithms (theory) finally met data (fuel) and computing power (engine), something new
emerged.

This convergence gave birth to the Al models we know today — ChatGPT, Gemini, Meta Al, and
others. These systems aren’t simply clever programs; they are the byproduct of scale.

What was once theoretical became inevitable once these three forces aligned.
For the first time in history, we had:

e Enough data to teach machines meaningful patterns,
e Enough computing power to process it, and
e Enough imagination to put it all together.
Al didn’t arrive overnight — it finally had the conditions to evolve.

Key takeaway:

Al isn’t new; the ingredients finally aligned.

The internet gave us the data, GPUs gave us the power, and human curiosity gave us the drive to
connect them.

For the NHS, this moment matters — because now, for the first time, we can shape how Al serves
healthcare, not the other way around.



Chapter 2 — What Al Actually Is (and Isn’t)

The capabilities of Al can feel endless—at times, almost otherworldly. Its ability to generate images,
write text, summarise information, and automate complex tasks can seem like digital witchcraft. But
when we peek behind the curtain, we find something far simpler. At its core, Al isn’t magic; it’s
mathematics.

All Al models do one thing: they look for patterns—relationships in data that can be used to make
predictions. These patterns are discovered during a process called training, where the model
analyses vast numbers of examples, adjusts itself to recognise relationships, and eventually “locks in”
what it has learned. Later, when it receives a new input—an X-ray, a sentence, or a sound—it
compares it to those stored patterns to predict what comes next or what it’s seeing.

This shows that Al doesn’t think; it calculates. The larger the model, the finer and more nuanced the
probabilities it can generate—producing increasingly convincing responses or outputs.

Alan Turing first posed the question: Can machines think? The answer, even today, is no. But Al can
certainly make us think that it can.

Learning from Data: How Machines Practise Without Understanding

When we say that Al “learns,” it’s tempting to imagine something human — a system developing
understanding or insight. But learning, in this context, is simply pattern exposure. The model doesn’t
study or reflect; it adjusts numbers. Each new piece of data helps it strengthen or weaken the
connections it has already made, a bit like a clinician refining their instincts through experience —
but without any awareness of what’s being learned.

During training, Al systems are shown vast quantities of examples: images, sentences, lab results, or
sound recordings. Each example is linked to a known outcome. The model then looks for statistical
relationships between the inputs and outputs. Over time, it begins to recognise patterns — a shadow
on an X-ray that often corresponds to pneumonia, or a phrase in a note that usually means
“discharge planning.” It never knows what these things mean, but it can associate their appearance
with certain outcomes.

This process continues until the system becomes good at making predictions about data it hasn’t
seen before. When deployed in practice, it uses those stored patterns to interpret new information.
In healthcare, that might mean analysing a chest image, flagging an abnormal ECG trace, or even
generating a summary of clinical notes. Each of these tasks relies on the same principle: pattern
recognition, not reasoning.

It’s easy to forget this distinction. When Al appears fluent, we instinctively assume comprehension —
but comprehension never occurs. The system is matching probabilities, not concepts. It predicts what
is likely, not what is true. This is why Al can sound certain and still be wrong, and why human
oversight remains essential in every decision it influences.



From Data to Decisions: A Simple Analogy for Healthcare Professionals

Think of Al as a very fast, very literal student on placement. You show it thousands of examples, tell it
the correct answer each time, and it eventually spots the patterns that predict those answers. But
unlike a real student, it never grasps the “why” behind what it’s seeing — it just learns that when X
looks like this, Y usually follows.

Here’s how that process looks in simple terms:

1. Input: The model is fed thousands of examples — for instance, chest X-rays labelled as
“normal” or “pneumonia.”

2. Pattern recognition: It analyses the data pixel by pixel, finding subtle combinations of shades
and shapes that tend to appear when pneumonia is present.

3. Training: It adjusts its internal settings — millions of tiny calculations — until it can correctly
identify patterns with high probability.

4. Prediction: When given a new X-ray, it compares it to the stored patterns and predicts the
likelihood of pneumonia.

5. Output: The system presents a result — a risk score, alert, or report — which a clinician then
interprets.

The system has no idea what lungs, infection, or patients are. It simply notices that “images with
darker lower lobes and blurred borders” often align with the label “pneumonia.” To the model, it’s all
numbers; to the clinician, it’s a life-changing diagnosis.

That’s why the human role can’t be replaced. Al can process patterns at a scale and speed no person
could match, but it can’t understand context, emotions, or the real-world consequences of an error.
In healthcare, those are precisely the things that matter most.

When the Data Changes: Feedback Loops and Model Drift

Healthcare data doesn’t stand still. Populations shift, new diseases emerge, and diagnostic methods
evolve. If an Al system isn’t retrained with updated information, its accuracy can quietly decline over
time—a phenomenon known as model/ drift.

In practice, this means an algorithm that once predicted sepsis risk accurately may start missing
cases as clinical practices or patient demographics change. This is why continuous human oversight
and retraining are essential. Al isn’t a one-time installation; it’s a living system that needs monitoring
and recalibration.

Reflection:
Think about the digital systems you already use—lab reporting, rostering, documentation tools.

e  Which of them might already rely on Al or pattern recognition?
e How confident are you that they’re still accurate and up to date?

e Who checks, and how often?



Narrow vs General Al

When people picture artificial intelligence, they often imagine a single, all-knowing system—an
electronic brain that can do anything from diagnosing illness to running the NHS. That vision belongs
firmly in science fiction. The Al we actually have today is far more limited, and that’s a good thing.

Most of what exists in healthcare is known as narrow Al.

A narrow Al system is trained to do one specific job extremely well. It might identify tumours on
scans, predict the risk of sepsis, or transcribe a consultation into clinical notes. Outside of that
narrow task, it is completely lost. Ask the same imaging model to interpret a chest drain position or
calculate fluid balance, and it would have no idea what to do—it was never trained for that.

General Al, by contrast, is the hypothetical goal of creating a system with human-like reasoning and
adaptability: one that can learn any task, draw on context, and apply judgement across domains.
Despite the headlines, general Al doesn’t exist. No current model can reason about ethics, empathy,
or the bigger picture of a patient’s care. It can only operate within the boundaries of its training data.

It’s easy to assume that systems like ChatGPT or Gemini have already achieved general intelligence—
they can summarise, translate, explain, and even hold conversations across hundreds of topics. But
this versatility is an illusion. These large language models are outsourcing tasks to a network of
specialised sub-systems, or “agents,” each trained in a narrow domain. The model orchestrates these
agents to perform different steps, giving the impression of broad intelligence. In truth, each agent is
still executing a narrowly defined process—retrieving information, generating text, or classifying
data—just at remarkable speed and scale.

In the NHS, this distinction matters. Every tool deployed in clinical settings today—from triage
chatbots to image-analysis software—is a narrow Al system. It performs a defined, supervised task
using known data. The risk comes when people forget this and treat narrow systems as if they
possess broad understanding.

Key takeaway:

Narrow Al is like a specialist who only knows one procedure; general Al would be more like a
multidisciplinary consultant—if it ever existed. Even today’s most advanced systems, including large
language models, rely on many narrow agents working together, not on genuine reasoning. Human
oversight remains essential to interpret their findings safely.

What Are Large Language Models (LLMs)?

When you hear people mention systems like ChatGPT, Gemini, or Copilot, they’re talking about large
language models — often shortened to LLMs. These are the engines behind most generative Al tools.

An LLM is essentially a statistical model trained to predict language. It learns from enormous
collections of text — everything from public websites and textbooks to curated datasets. Each
fragment of text is broken down into smaller units called tokens. Tokens aren’t quite words; they
might be whole words, parts of words, or even punctuation marks.

During training, the model analyses billions of these tokens in sequence, adjusting itself to predict
which one is most likely to come next. Over time, it builds a detailed understanding of how language
flows — grammar, rhythm, and context. When you ask a question, the model doesn’t search for the
answer — it generates one, token by token, based on those learned patterns.



If that sounds familiar, it should. It’s exactly the same principle your phone uses when WhatsApp
predicts your next word — just on a colossal scale. Instead of a few sentences from your chat history,
the model has learned from trillions of words of text. That’s why it can appear to “understand” your
intent or respond intelligently, when in reality it’s just making a series of high-confidence predictions.

The training process happens in two main phases:

1. Pre-training — The model reads and learns general language patterns from vast amounts of
text, without specific guidance.

2. Fine-tuning — Developers then teach it to behave in safer and more useful ways, using
human feedback to shape tone, structure, and factual accuracy.

This feedback process is called Reinforcement Learning from Human Feedback (RLHF). People rate
the model’s responses — marking which are helpful, polite, or accurate — and the system learns
from those preferences.

Most people don’t realise that some models also continue learning from logged user interactions.
Every prompt, correction, or feedback message can be stored to refine future versions. This means
your interactions may influence how the model behaves for the next person. It’s one reason privacy
and data governance matter deeply in healthcare — anything entered into a public Al system could,
in theory, inform future training.

It’s also important to note that not all LLMs are the same. Some, like ChatGPT or Gemini, can access
the live web through connected “agents.” These agents can search, retrieve, or run specialist tasks,
giving the model access to current information rather than just its original training data. Others —
particularly those designed for healthcare or enterprise settings — are closed models, operating only
on fixed datasets. They’re safer for handling confidential information but limited in up-to-date
knowledge.

In healthcare, fine-tuned models are already being explored to summarise consultations, generate
discharge summaries, and assist with administrative tasks. Yet even with these refinements or
external agents, the model still relies on probabilities, not understanding. It can predict the form of a
good response but has no concept of truth.

Key takeaway:

A large language model is like WhatsApp’s next-word predictor scaled to billions of sentences. Some
are static, some are connected, but all share one thing: they don’t know — they predict. Their
apparent expertise is a reflection of their training data and design, not genuine understanding.



Chapter 3 — How Al Learned to Talk: The Rise of
Generative Models

Before Al could write essays or hold conversations, a large and important field known as traditional
Al already existed. These earlier models focused on analysing structured data — typically numbers in
tables — to make predictions and classifications.

Imagine a model trained on patient observations, blood results, and vital signs. Over time, it learns to
predict the likelihood of a patient developing sepsis, or whether their discharge might be delayed. By
identifying subtle patterns across thousands of data points, it can generate a probability for each
outcome.

This is the same principle that powers everyday systems we barely notice. The way Netflix predicts
your next drama series or Spotify suggests your next song uses identical logic — pattern recognition
in data. The difference is simply the dataset: in healthcare, those patterns relate to patients, not
playlists.

Traditional Al is already woven quietly into the NHS — supporting demand forecasting, identifying
high-risk patients, and helping staff allocate resources more efficiently. But while these models could
predict, they couldn’t create. That breakthrough would come later, when Al learned to generate
language itself.

From Prediction to Creation

Traditional Al was built to recognise — not to imagine. It could analyse thousands of examples,
classify them, and predict outcomes based on patterns it had already seen. Generative Al, however,
changed the rules.

i

Instead of simply choosing from existing labels — “sepsis” or “no sepsis,” “normal” or “abnormal” —
generative models produce entirely new data. They don’t just predict what category something
belongs to; they predict what comes next. In doing so, they generate text, images, sounds, or code

that has never existed before.

At the heart of this shift lies a deceptively simple principle: next-token prediction.
When a generative language model writes, it doesn’t understand words or ideas — it calculates the
probability of the next most likely word (or fragment of a word) in a sequence. Word by word, those
probabilities add up to something that feels coherent, fluent, and even intelligent.

In the same way a traditional model might predict which patient is likely to deteriorate based on
their observations, a generative model predicts which word is likely to follow another.

The difference is that its dataset isn’t a spreadsheet of patient numbers — it’s billions of sentences,
paragraphs, and documents from across the internet.

This process allows Al to create realistic notes, answer questions, and even simulate conversations. It
is still pattern recognition — but at a scale and level of linguistic detail that gives the illusion of
understanding.

Generative Al doesn’t think ahead or plan its response. It simply completes patterns so precisely that
the result feels original. That’s why the same model can write a discharge summary, generate a
patient information leaflet, or produce a poem about the NHS — it has learned the shape of
language itself.



This technology is already making its way into healthcare. Systems like Lyrebird use large language
models to draft patient notes based on recorded conversations between clinicians and patients. The
audio is transcribed, interpreted, and turned into written documentation ready for human review
and sign-off. On the surface, this seems revolutionary — saving time and improving accuracy.

But here’s the important point: these notes are not records of fact — they are predictions of what
the Al thinks was said.

Because every word it generates is a probability-based guess, small errors can creep in — a misheard
symptom, an omitted medication, or an invented phrase that sounds right but never occurred. If
unchecked, these inaccuracies could shape the patient record itself.

Key takeaway:

Generative Al isn’t reasoning; it’s predicting. What feels like creativity — or in clinical settings,
documentation — is still a statistical forecast. The technology is powerful, but every Al-generated
word demands human validation.

Chapter 4 — Al in Healthcare Today

Artificial intelligence is already being used across healthcare — often quietly in the background —
making it essential for clinicians to understand how these technologies are shaping practice. This
chapter explores where Al is already present in the NHS and beyond. From automating routine
administrative tasks to supporting clinical decision-making and optimising hospital operations, Al is
already augmenting the way healthcare is delivered.



Administrative Support

One of Al's most visible benefits is in reducing the administrative burden on healthcare staff.
Natural language processing (NLP) tools now assist with clinical documentation, transcribing and
summarising patient consultations directly into draft medical notes.

For example, Microsoft’s Nuance Dragon Ambient eXperience (DAX) automatically listens during
consultations and generates structured documentation in real time. It is already deployed in over 600
healthcare organisations worldwide, including early NHS pilots, and has logged millions of
encounters — with clinicians reporting measurable time savings per appointment.

Other Al “digital scribes,” such as Suki and Scribe, have demonstrated up to a 40% reduction in
documentation time during trials, giving clinicians more time to focus on patient interaction rather
than paperwork.

Beyond documentation, Al is also improving rostering and scheduling. Intelligent systems like
Allocate Optima and experimental nurse rostering tools (such as Singapore’s NurseShift.Al) use
algorithms to balance staffing needs, skill sets, and preferences. In trials, NurseShift.Al reduced the
time required to create staff rotas by half while fulfilling 87% of nurses’ shift preferences.

Al chatbots are also emerging as front-line administrative assistants — answering routine patient
queries, booking appointments, or triaging requests before they reach human staff. These tools are
now being trialled across several NHS trusts to free administrative teams from repetitive, low-
complexity work.

In short, Al’s role in administration — from transcription to scheduling — is already transforming
healthcare operations. The goal isn’t to replace humans, but to reduce bureaucracy and let staff
spend more time doing what they entered healthcare for: caring for people.

Clinical Decision Support

Al is increasingly serving as a clinical ally, providing decision support in areas ranging from acute
deterioration alerts to medical imaging interpretation.

In acute care, many hospitals now integrate machine learning models directly into their electronic
patient record (EPR) systems to flag high-risk patients. The Epic Sepsis Model, for instance,
continuously monitors hospitalised patients for early signs of sepsis and is already in use across
hundreds of hospitals worldwide. Similarly, Epic’s Deterioration Index analyses real-time vital signs
and lab results to predict which patients may soon deteriorate, prompting early review or escalation.

These systems demonstrate how Al can act as an early warning tool — though studies are ongoing to
assess their real-world accuracy and clinical impact. What matters is that such Al-based decision
support is already woven into everyday clinical workflows.

Perhaps the most mature field for Al decision support is medical imaging. Al algorithms can analyse
X-rays, CTs, or MRIs and highlight abnormalities for radiologists to review first — acting as a triage
layer to improve turnaround times.

At Mass General Brigham in Boston, Al software automatically flags scans with potential critical
findings, such as pneumothorax or intracranial haemorrhage, pushing them to the top of the



radiologist’s queue. Similarly, UW Health uses cloud-based Al tools that return image analyses
directly into their PACS (Picture Archiving and Communication System), displaying on-screen alerts
for high-priority results.

These tools are not experimental; they are live, FDA-approved, and being scaled globally. NHS trusts
are now beginning to pilot similar systems for chest X-rays and mammography triage, following
successful evaluations supported by the NHS Al Lab.

Beyond radiology, Al has found roles in dermatology (classifying skin lesions), ophthalmology
(detecting diabetic retinopathy), and primary care triage (via digital symptom checkers like NHS 111
Online). Across these use cases, Al acts as a second opinion or safety net — highlighting risks, not
replacing clinical judgment.

Operational Uses

Behind the scenes, Al is being used to streamline hospital operations and logistics — the backbone of
safe, efficient care.

Hospitals are increasingly turning to predictive analytics to manage bed capacity, staffing, and patient
flow. Machine learning models trained on historical and real-time data can forecast admissions,
discharges, and bottlenecks, helping leaders plan ahead.

During the COVID-19 pandemic, predictive Al was used in several NHS regions to anticipate oxygen
demand, ICU capacity, and emergency department surges. Today, those same principles are applied
to more routine pressures, like seasonal admissions or elective surgery scheduling.

For example, Kettering General Hospital developed a proof-of-concept Al tool to predict bed
demand, while Maidstone and Tunbridge Wells NHS Trust built a live Care Coordination Centre that
uses Al to track patient flow and bed occupancy in real time. These systems enable operational
teams to make data-driven decisions — improving discharge planning and reducing delays in patient
movement.

Al is also transforming supply chain management, forecasting demand for critical consumables, and
optimising ambulance routing and operating theatre scheduling. In the US, large hospital networks
use Al to predict emergency department crowding and dynamically deploy staff to high-need areas.

The goal across all these examples is consistent: to use data proactively rather than reactively,
improving the smoothness, safety, and responsiveness of healthcare operations.

Early Adopters and NHS Initiatives
Al’s growing footprint in healthcare is driven by early adopters and national initiatives.

The NHS Al Lab, launched in 2019, has funded over 80 pilot projects under the Al in Health and Care
Award — supporting innovations in imaging, screening, and diagnostic support. These include Al
models for retinal disease detection, breast cancer screening (e.g., Kheiron Medical Technologies’
Mia), and stroke triage.



At the same time, NHS England’s DART-Ed programme (Digital, Artificial Intelligence and Robotics
Technologies in Education) focuses on equipping the workforce with practical Al skills — ensuring
that frontline staff understand not just what Al does, but how to use it safely.

Across the world, major health systems are taking similar steps. The Mayo Clinic and Mass General
Brigham have established dedicated Al centres of excellence, while Changi General Hospital in
Singapore has created an internal “Al Office” to coordinate safe deployment across departments.

Even traditional healthcare vendors have integrated Al directly into existing tools. Major imaging
companies now offer Al-enabled PACS systems, and electronic health record vendors like Epic and
Cerner are embedding Al-powered documentation and risk prediction modules. These “baked-in”
features often appear via software updates, meaning Al is arriving in clinical practice sometimes
without users even realising it.

Crucially, governance frameworks are evolving alongside these deployments. The NHS Al Lab has
contributed to guidance for algorithmic impact assessments, while regulators such as the MHRA and
FDA have approved over 500 Al-enabled medical devices to date. Many early adopters have also
implemented internal audit systems to monitor model drift, bias, and explainability — recognising
that safe Al requires ongoing human oversight.

Key Message: Al Is Already Here — So Learn to Use It Safely

Al is no longer a future concept; it is already embedded in the systems clinicians use every day.
Whether generating a progress note, triaging a scan, or predicting tomorrow’s admissions, Al
operates quietly but pervasively throughout healthcare.

That presence makes Al literacy a matter of patient safety. Understanding how these tools work —
and where they can go wrong — is now as essential as understanding how to use an EHR or a
ventilator.

As we move into the next chapter on Risks, Bias, and Blind Trust, remember this: Al’s promise is
inseparable from its pitfalls. Only by understanding both can healthcare professionals ensure that this
technology truly improves patient care — safely, ethically, and transparently.



Chapter 5 — Risks, Bias, and Blind Trust

Al offers huge potential for healthcare — the ability to streamline administrative tasks, identify at-risk
patients, and improve patient outcomes. By taking on repetitive work, it could free clinical staff to
focus on what brought them into the profession in the first place: caring for people.

Yet this same potential introduces new and complex risks. Unlike a medical device or a drug, Al
doesn’t wear out or expire; it evolves, adapts, and changes over time. That flexibility is powerful, but
also unpredictable.

The greatest danger isn’t only in what Al gets wrong, but in the moments when we stop questioning
what it gets right. This tendency is known as automation bias — a key human factors issue where
people begin to over-rely on machines and accept their suggestions as fact. In clinical practice, that
misplaced trust can and will lead to patient harm if left unchecked.

Automation Bias: When Humans Stop Checking

Healthcare professionals are trained to verify, to question, and to double-check — whether it’s a
medication dose, a patient ID band, or an observation trend. Yet when information comes from a
computer system, especially one that presents its output with confidence, it can be easy to assume
it’s correct. This is the essence of automation bias: the human tendency to trust automated decisions
without adequate scrutiny.

In practice, automation bias can take many subtle forms across the NHS:
e Atriage chatbot downplays red-flag symptoms because the model misses a key phrase.

e An electronic observation (e-obs) system suggests an incorrect NEWS2 score after a data
entry error — and the nurse accepts it without recalculation.

e A sepsis prediction tool generates a low-risk score based on incomplete notes, leading to a
missed escalation.

e Adischarge summary assistant transcribes a conversation accurately but misclassifies one
medication, which is then signed off unchecked.

Each example begins with a small act of trust. The system’s fluency, authority, or convenience can
make its output feel reliable — but confidence doesn’t equal correctness.

Al systems don’t understand context, intent, or the nuances of a patient’s presentation. They process
probabilities, not people. The final layer of safety must always be human judgement — interpreting,
questioning, and, when necessary, overriding what the technology suggests.

This is why Al will never replace a human, but rather augment them. It can enhance efficiency,
support decision-making, and surface insights that might otherwise be missed — but it cannot
replicate empathy, ethical reasoning, or professional accountability. The best outcomes arise when
technology and human expertise work together, each doing what the other cannot.

Model Drift: When Accuracy Fades Over Time



Al performance isn’t static — it changes as the world around it changes.

As populations evolve, treatments advance, or hospital workflows shift, a model trained on older
data can begin making inaccurate predictions. This gradual decline in reliability is known as model
drift.

For example, an algorithm predicting sepsis risk in 2022 might fail to recognise new presentation
patterns emerging after updated antibiotic guidelines or a viral outbreak. If it isn’t retrained, its
accuracy quietly deteriorates while its perceived authority remains intact.

Just like medical equipment requires regular calibration, Al systems demand ongoing monitoring and
retraining. It's not enough to deploy a tool once — it must be continuously reviewed, validated, and
adapted to stay aligned with current clinical realities.

Model drift can occur for many subtle reasons, including:
¢ New populations entering a service area.
e Updated diagnostic criteria or treatment protocols.
e Changes in equipment calibration or laboratory standards.
e Shifts in disease prevalence following major events (e.g., the COVID-19 pandemic).

Each of these factors alters the “data landscape” that the model depends on. Without active
oversight, the system may continue producing confident but outdated predictions — potentially
misleading clinicians who trust its results.

A related phenomenon, known as feature drift, happens when the model receives data it was never
trained to handle. In these cases, the Al still attempts to make a prediction based on whatever
knowledge it has — even if that knowledge doesn’t apply.

Imagine an Al-assisted scrub nurse designed to track surgical instruments using computer vision — a
branch of Al that allows systems to interpret and understand visual information from images or video
feeds. The model learns to recognise specific shapes, colours, and movements, allowing it to identify
tools as they’re passed in and out of the sterile field.

However, if a new piece of equipment is introduced that the model has never “seen” before, it may
misclassify it as something familiar — for instance, confusing one surgical instrument for another.
The count might appear accurate on the system, but the error could delay wound closure or, in the
worst case, lead to patient harm.

Once an Al model works, it’s tempting to assume it’s safe. But accuracy doesn’t equal fairness. The
data that shapes Al reflects the inequalities of the real world — and in healthcare, those inequalities
can mean the difference between safety and harm.

System Resilience: Downtime, Maintenance, and Cyber Risk

Even the most advanced Al systems depend on infrastructure — servers, networks, power, and
people. Like any other digital system in healthcare, they can and will experience downtime.

This downtime can occur for several reasons:

e Scheduled maintenance — Models require updates, retraining, and patching. Just as
ventilators or imaging equipment undergo regular servicing, Al systems also need planned
downtime to maintain accuracy and security.



¢ Unexpected failures — Hardware issues, network outages, or corrupted data can take
systems offline without warning.

e Cyberattacks — Perhaps the most serious modern threat. The NHS has already experienced
the disruptive impact of ransomware attacks. As more Al systems integrate with cloud
platforms or remote servers, they introduce new potential points of vulnerability.

When an Al tool becomes deeply embedded in routine workflows — such as triage alerts,
deterioration prediction, or automated documentation — even a short outage can delay critical care.
More subtly, this seamless integration can also increase automation bias, as clinicians may begin to
assume the system is always available and correct. Over time, reliance can quietly replace critical
thinking, creating both safety and cultural risks if the technology suddenly fails.

Cyber resilience is therefore a crucial part of safe Al deployment. Models are often hosted on
external or cloud infrastructure, which can sit outside standard NHS security frameworks. Without
proper due diligence, using third-party Al applications can increase the risk of data breaches or
provide new entry points through the NHS firewall. Each external connection — whether an API,
cloud service, or plug-in — must be carefully assessed for compliance, encryption, and data-handling
standards before integration.

NHS England provides clear guidance through frameworks such as DCB0129 (manufacturer clinical
safety assurance), DCB0160 (deployment safety assurance), and the NHS Data Security and
Protection Toolkit. These ensure that every digital system, including Al, meets cybersecurity and
governance requirements before going live.

Healthcare organisations adopting Al must ensure:
e Regular testing, patching, and model retraining.
e Strong backup and failover systems.
e Defined clinical workflows for downtime or failure.
e Vetting of all third-party software through NHS-approved governance routes.
e Continuous cybersecurity monitoring and incident reporting.
¢ Ongoing awareness training to counter automation bias and encourage critical oversight.

Al, like any clinical system, must be maintained, secured, and questioned. A well-performing model is
meaningless if the infrastructure around it fails — or if human oversight fades through over trust.

Key takeaway:
Al system safety isn’t just about algorithmic accuracy — it’s about resilience. Without robust
maintenance, cybersecurity, and human vigilance, even the smartest tool can become a clinical risk.

The Black Box: When We Can’t See How Al Thinks

One of the most challenging aspects of artificial intelligence — especially deep learning models — is
that even their creators often cannot fully explain how they reach their conclusions. This lack of
transparency is known as the black box problem.



Traditional clinical reasoning can be traced and justified. A clinician might explain that a diagnosis
was based on symptoms, test results, and medical history. But with modern Al, especially neural
networks containing millions or even billions of parameters, the internal decision-making process
isn’t so clear. The model can recognise complex patterns and correlations, yet it cannot easily show
why it reached a particular conclusion.

To the user, it can feel like a colleague giving the correct answer — but refusing to explain how they
got there.

This opacity poses serious challenges for healthcare. If an Al tool flags a chest X-ray as abnormal or
predicts a patient’s deterioration risk, clinicians are still accountable for what happens next. Without
understanding why the Al made that recommendation, it’s difficult to assess whether it’s reliable or
safe to act on. Blind acceptance risks patient harm; blind rejection wastes potential benefits.

This is why the concept of Explainable Al (XAl) has become a major area of research. XAl aims to
make Al systems more interpretable — allowing users to see which features, data points, or regions
of an image influenced the model’s output.

Techniques like LIME (Local Interpretable Model-Agnostic Explanations) and SHAP (SHapley Additive
exPlanations) attempt to show which factors contributed most to a particular prediction. In medical
imaging, saliency maps can highlight the part of a scan the Al focused on when identifying a lesion or
abnormality.

In theory, these approaches bring Al closer to how clinicians explain decisions — pointing to
evidence and reasoning. But in practice, explainability remains imperfect. Simplified visualisations
may not capture the full complexity of the model’s logic, and explanations can sometimes be
misleadingly neat.

In the NHS, this lack of interpretability carries governance implications. Under DCB0129 and
DCBO0160 (the standards governing clinical safety of digital health software), organisations deploying
Al must demonstrate that systems are understood, monitored, and explainable to a level that ensures
safe use. If a system cannot be explained, it cannot be safely governed — and that is a fundamental
patient safety issue.

As Al becomes more embedded in healthcare workflows, clinicians will increasingly need to ask not
just “What did the Al predict?” but “Why did it predict that?” Understanding and demanding
transparency isn’t about distrusting the technology — it’s about keeping human reasoning at the
centre of clinical care.

Key takeaway:

Al can make accurate predictions, but accuracy without explainability is not enough in healthcare. A
model that cannot show its reasoning undermines clinical accountability. In a safety-critical system
like the NHS, transparency isn’t optional — it’s essential.

Probability and Prediction: Understanding Uncertainty in Al

Every Al model, no matter how advanced, is ultimately a prediction machine. It doesn’t see the
future — it estimates likelihoods based on patterns it has learned from the past.

This means every Al output — whether it’s a diagnosis, a deterioration alert, or a triage
recommendation — carries a probability, not a guarantee.



To understand this, it helps to look at a simple but powerful concept from statistics: the confusion
matrix. This table shows how well a model’s predictions match reality.

Actual Condition ||Predicted Positive Predicted Negative

Condition True Positive (TP) — correctly

False Negative (FN) — missed case
Present identified g (FN)

True Negative (TN) — correctly

Condition Absent |[False Positive (FP) — ly flagged
ondition Absent ||[False Positive (FP) — wrongly flagge excluded

In clinical terms:

e A false positive might mean an Al system flags sepsis when it isn’t present, triggering
unnecessary reviews or tests.

e Afalse negative might mean the Al misses a deteriorating patient, delaying escalation and
risking harm.

Both are safety-critical.

Even high-performing models can produce false results. For example, a sepsis prediction tool with
90% accuracy still means that 1 in 10 alerts could be wrong — either missing a patient who needs
help or flagging one who doesn’t.

Predicted Positive Predicted Negative
True Positive (TP) False Negative (FN)
90 10
False Positive (FP) True Negative (TN)
15 95

Using this example based on 200 patients, we can see that 185 were classified correctly — but 15
false alarms and 10 missed cases remain.

Ten patients with sepsis were not flagged in time, potentially delaying life-saving treatment, while
fifteen patients may have undergone unnecessary escalation or medication.

This is why probability must never be mistaken for certainty. Al confidence scores can look
authoritative, but they are still expressions of likelihood, not fact.

Human clinicians understand nuance: a “high-risk” result isn’t the same as a confirmed diagnosis. But
when an algorithm outputs a single score — for instance, “Sepsis risk: 87%” — it’s easy to over-trust
that number. This tendency is a cognitive bias known as automation bias, and it’s one of the key
reasons human oversight is essential.




Even with rigorous validation and continuous retraining, false positives and false negatives will
always occur. This isn’t a flaw — it’s a fundamental truth of probabilistic systems. Al doesn’t know; it
estimates.

The key is to treat Al predictions as one voice in the clinical conversation, not the final word. Like any
diagnostic test or clinical observation, the result must be interpreted in context, compared against
other findings, and balanced with professional judgement.

Key Takeaway:
Al doesn’t provide certainty — it provides probability.
Understanding that difference is what keeps clinicians, and patients, safe.

Bias: When Data Reflects Inequality

It has to be acknowledged that healthcare itself is not free from bias. Even long-established medical
tools can behave differently across populations. Multiple studies, including a landmark 2020 New
England Journal of Medicine paper and subsequent NHS Race & Health Observatory reviews, found
that pulse oximeters can overestimate oxygen levels in people with darker skin tones. This seemingly
small variation can delay oxygen therapy or escalation, contributing to poorer outcomes — not
because of individual prejudice, but because of systemic design limitations.

These inequalities exist without malice or agenda. They emerge from the data and assumptions that
underpin clinical practice — the same way that many historic drug trials excluded women or people
from ethnic minority backgrounds. When Al systems are built on top of this data, they inevitably
inherit those same blind spots.

When we train an Al model, we give it a mirror of the world — and the world it learns from is already
uneven. If certain groups are underrepresented, the model’s predictions will naturally favour the
ones it has seen most often. This problem is known as data representativeness bias, and it’s one of
the hardest to detect.

A model developed in one demographic or healthcare setting may perform poorly when used
elsewhere:

e A system trained on hospital data from China may not generalise to Nigeria, where disease
prevalence, diet, and environmental factors differ.

e An algorithm fine-tuned on imaging data from Argentina might misclassify patterns when
applied in Poland, where equipment calibration, patient age profiles, and genetic
backgrounds vary.

e Even within the UK, an Al tool trained at a large London teaching hospital might
underperform in a rural or socioeconomically deprived area, where comorbidities and access
to care look very different.

These aren’t abstract problems — they are patient safety issues. A model that performs well in
testing can silently fail in real-world use if the population changes. This phenomenon, known as
distribution shift, can lead to inequitable outcomes between patient groups without anyone realising
it.

Al doesn’t see culture, context, or inequality — it only sees correlations. If it learns that a particular
pattern predicts “low risk” based on historic data where one group was underdiagnosed, it will
continue to make that same mistake — perpetuating disparity under the guise of objectivity.



To reduce this risk, developers and healthcare organisations must:
e Ensure diverse and representative training datasets that reflect the population being served.

e Routinely audit models for performance across demographic subgroups (e.g., age, ethnicity,
gender).

e Be transparent about where models were developed, what data was used, and what their
limitations are.

¢ Avoid deploying “off-the-shelf” Al tools trained on foreign or unverified data without local
validation.

Key takeaway:

Al bias doesn’t stem from prejudice — it stems from data that reflects an unequal world. Without
representative training and local validation, Al risks scaling up the inequalities healthcare is already
trying to solve.

Hallucinations: Confidently Wrong

One of the most misunderstood risks of Al — particularly with large language models (LLMs) — is a
behaviour known as hallucination. This occurs when a system generates information that sounds
entirely plausible but is, in fact, incorrect.

Al doesn’t know facts; it predicts them based on patterns it has seen before. When a model
recognises a strong statistical relationship between two words or ideas, it assigns a high probability
that they belong together. Multiply that process across thousands of words, and small
miscalculations can quickly combine into confident but completely false statements.

As mentioned earlier, Al doesn’t think — it calculates. And while a hallucinated statement may be
wrong from a human perspective, to the model, the prediction is perfectly logical. It’s not lying; it’s
simply following the maths.

In healthcare, this becomes dangerous. A documentation assistant might confidently insert a
medication, diagnosis, or observation that seems appropriate based on patterns it has seen — even
if it wasn’t actually said or done. The model has no concept of truth or context — only probability.

This risk becomes even more apparent when dealing with rare conditions or uncommon
medications. Because models learn from frequency and association, topics that appear less often in
the training data are understood less accurately. A condition that’s well studied and well
documented — like diabetes or heart failure — will appear in thousands of examples, strengthening
the model’s confidence. But a rare genetic disorder or a newly introduced treatment may have only a
handful of references, leaving the model to “fill in the blanks” with whatever seems statistically
similar.

The problem extends beyond rarity — it’s also about responsiveness. Al models cannot pivot quickly
to accommodate new information. The COVID-19 pandemic turned the world on its head. Although
the term “coronavirus” existed in healthcare literature, it was unfamiliar to most people, and the
clinical behaviour of COVID-19 was entirely new. Clinicians adapted daily — sometimes hourly — as
new evidence, treatments, and protocols emerged. Al systems, however, could not evolve that fast.
They required new data, retraining, and validation before they could even begin to understand what
clinicians were already facing.



The same lag applies whenever new equipment, policies, or standard operating procedures (SOPs)
are introduced. Al models are only as current as their last training cycle, which means they often
operate with yesterday’s knowledge in today’s environment.

Key takeaway:

Al performs best on what it has seen most — and struggles with what is new or rare. It can’t instantly
adjust to new evidence, diseases, or practices. In a field as dynamic as healthcare, this lag reinforces
the need for human expertise, interpretation, and oversight.



Chapter 6 — Ethics, Accountability, and Human
Oversight

The ethics of Al in healthcare mirror traditional clinical ethics — but they also extend them.
When technology starts influencing decisions about diagnosis, treatment, or discharge, it inherits the
same moral duties as any clinical intervention.

e Beneficence — Doing good:
Al should demonstrably improve patient outcomes, safety, or experience. It must add
measurable value beyond existing processes — not simply automate for efficiency’s sake.

¢ Non-maleficence — Do no harm:
Every algorithm carries risk. Bias, model drift, or technical failure can cause real-world harm
if left unchecked. Ethical use requires continuous monitoring, validation, and the willingness
to switch systems off when safety cannot be guaranteed.

e Autonomy:
Patients have a right to know when Al influences their care — and, equally, a right to refuse
their data being used for training.
Transparency and informed consent matter, even when Al operates behind the scenes.
In the NHS, this includes respecting national opt-out preferences and ensuring that data used
to train models cannot be traced back to identifiable individuals.

e Justice — Fairness:
Al must serve all patients equitably. Training data should represent the diversity of the NHS
population — spanning ethnicity, comorbidities, and socioeconomic variation.
But fairness isn’t only about data; it’s also about access. Some NHS Trusts remain partly
paper-based or lack stable network infrastructure, limiting their ability to deploy or benefit
from advanced Al systems.
This digital inequality risks creating a new divide between technologically mature
organisations and those still building their digital foundations.
Geographic areas with poor IT resilience or limited internet access can find themselves
excluded from national innovation programmes, despite serving populations that could
benefit most.

Ethical Al, therefore, goes beyond the model itself.
It requires a fair digital environment, transparent data use, and patient choice about participation in
Al-driven systems.

Ethical Al is not a “tech add-on” — it is a clinical safety requirement, essential to maintaining public
trust in the NHS and ensuring that innovation does not deepen existing inequalities.

Accountability and Governance

Accountability means knowing who is responsible when things go wrong. In healthcare Al, this
question is far from straightforward — responsibility spans developers, suppliers, clinicians, and the
NHS organisations that deploy these systems.

When a patient is harmed because of an Al error, the question of accountability becomes deeply
complicated. Is it the clinician who acted on the Al’s suggestion? The Trust that purchased and
implemented the model? The company that developed and sold it? Or the engineers and data



scientists who trained the algorithm? The reality is that accountability is shared but must be clearly
defined. Unlike traditional medical devices, Al models are dynamic — they can be retrained, updated,
or repurposed across different contexts. This adaptability blurs the usual boundaries of liability. To
manage this safely, the NHS uses established clinical safety standards, regulatory frameworks and
professional-regulator guidance that ensure responsibility is structured, traceable, and transparent
from design to deployment.

DCB 0129 and DCB 0160 — Clinical Safety Standards

At the heart of NHS digital governance are two key standards: DCB 0129 and DCB 0160. Together
they set out who holds clinical responsibility at each stage of an Al system’s lifecycle — from
development to local implementation.

e DCB 0129 applies to manufacturers and developers of health IT systems. It requires them to
establish a Clinical Risk Management System and appoint a Clinical Safety Officer (CSO) to
oversee product safety from design through release.

e DCB 0160 applies to the NHS organisation deploying the system, ensuring that any Al tool
introduced locally has been assessed for safety in its intended environment — including its
integration with other systems and workflows.

Together, these standards form the backbone of NHS digital safety governance and are legally
binding under the Health and Social Care Act 2012. They make one principle clear: even if a
commercial supplier builds the tool, the NHS organisation that deploys it carries the clinical
accountability for its safe use.

Professional-Regulator Guidance (GMC, NMC, HCPC)

Professional regulators in the UK have begun to publish guidance specifically addressing the use of Al
and digital tools in practice:

e The GMC's resource “Artificial intelligence and innovative technologies” clarifies that doctors
remain responsible for the decisions they make when using Al, and that professional
standards apply regardless of the technology used.

e The GMC emphasises that if a doctor is concerned that a technology may be unsafe, they
must raise concerns —emphasising the clinician’s continuing duty of care.

e The NMC, in its consultation response to the UK’s Al strategy, stresses that nurses and
midwives must work within their scope of practice and remain vigilant about the use of Al in
their field.

e The HCPC, in its response to Al regulation consultation, acknowledged the evolving role of Al
within the professions it regulates and emphasised that registrants must practise safely,
lawfully and effectively, including when using Al.

Together, these guidance pieces reinforce two key points:

1. Registrants (clinicians, nurses, allied professionals) cannot delegate responsibility to an Al
system or assume the technology absolves them of their professional duties.

2. Organisations must ensure safe environment and governance — but individual practitioners
must also remain alert, informed, and act in the patient’s best interest when interacting with
Al.



Data Protection and Information Security

Accountability extends beyond clinical safety to include how data is managed. All Al tools must
comply with the Data Security and Protection Toolkit (DSPT) and UK GDPR. Before deployment,
organisations must complete a Data Protection Impact Assessment (DPIA) to identify potential risks
such as re-identification, data leakage, or inappropriate data transfer.

Access to sensitive patient data must follow the Caldicott Principles, ensuring that only the minimum
necessary data is shared for a defined purpose. When third-party Al vendors are involved, the NHS
organisation — as the data controller — remains legally accountable for ensuring that those suppliers
handle data in accordance with NHS security and confidentiality standards. Failing to apply proper
due diligence when integrating external Al solutions can introduce vulnerabilities, including potential
breaches into NHS networks and firewalls.

NICE and MHRA Oversight

Al in healthcare does not operate outside regulation. The NICE Evidence Standards Framework for
Digital Health Technologies (DHTs) defines the clinical and economic evidence thresholds that Al
systems must meet before adoption. The MHRA (Medicines and Healthcare products Regulatory
Agency) regulates Al systems that function as Software as a Medical Device (SaMD). From 2025,
adaptive or continuously learning algorithms will be required to demonstrate ongoing performance
stability after each retraining or update.

These safeguards ensure that innovation never outpaces regulation — protecting patients while still
allowing progress.

Organisational Accountability
At a local level, each NHS Trust or Integrated Care Board (ICB) should maintain:

e An Al Register of all approved tools, detailing version numbers, validation data and clinical
use cases.

e A designated Clinical Safety Officer (CSO) and Data Protection Officer (DPO) who review and
sign off deployments.

e Routine post-implementation audits to monitor model performance, bias and unintended
consequences.

Importantly, accountability does not end with the vendor. When an NHS organisation deploys an Al
tool, it assumes clinical accountability for its safe operation — just as it would with any medical
device, diagnostic test or digital system integrated into care delivery.

The Accountability Dilemma

Al blurs traditional lines of responsibility. A system might make a technically correct prediction based
on its training data but still produce a clinically wrong decision in practice. This raises challenging
guestions about causation and culpability in an era of shared intelligence:

e Should the clinician be held accountable for trusting the AI?

e Should the Trust be accountable for purchasing and implementing it?



e Should the supplier bear responsibility for its failure?

e Or does accountability extend to the engineers and developers who built and trained the

model?

These aren’t hypothetical questions — they are already emerging in real NHS pilots. For now, the
safest answer is collective but defined accountability. Each stakeholder — from coder to clinician —

plays a vital role in maintaining patient safety, transparency and trust.

Key takeaway:

In healthcare Al, accountability cannot be outsourced. Responsibility must follow the data, the
decision and the deployment — wherever they lead.

Regulator Guidance Summary Key Accountability Message
GMC (General Artificial Intelligence and Innovative Doctors cannot delegate
Medical Technologies (2023) — Doctors remain accountability to Al. Clinical
Council) accountable for their clinical decisions even judgement and patient
when using Al. If a system appears unsafe or safety remain the clinician’s
produces questionable results, clinicians must responsibility.
act and escalate concerns.
NMC (Nursing Al Consultation Response (2023) — Nurses and  Nurses must challenge or
and Midwifery = midwives must operate within their scope of override Al when it conflicts
Council) competence and apply critical thinking when with professional judgement
interpreting Al outputs. Transparency and or patient safety.
patient understanding are central to ethical use.
HCPC (Health Response to Al Regulation Consultation (2023) Al is a tool, not a decision-
and Care — Registrants (e.g. radiographers, maker. Accountability
Professions physiotherapists) must continue to practise remains with the registrant
Council) safely, lawfully, and effectively, ensuring that and the deploying

ethical and legal standards apply equally in
digital contexts.

organisation.

Table 6.1 — Professional Regulator Responsibilities in Al-Assisted Practice



Chapter 7 — Al Literacy and You: Building Confidence,
Not Fear

We are, by nature, sceptical of change — and that’s not a flaw. In healthcare, where patient safety is
paramount, caution is both healthy and necessary. But change can also feel unsettling, especially
when it’s wrapped in new language, new systems, or technology we don’t yet understand.

For decades, artificial intelligence has been portrayed as something to fear — a powerful, mysterious
force that might replace human jobs or even human judgement. It’s no surprise that many clinicians
hear the term Al and instinctively feel wary.

However, | hope that by now you’re beginning to see Al for what it really is: not a sentient being or a
replacement for people, but a sophisticated set of mathematical models designed to recognise
patterns and make predictions. It’s not here to take your role — it’s here to enhance it.

Al, in its truest form, is simply mathematics wrapped in software — a useful assistant wearing a
modern suit. When used wisely, it can help clinicians focus more on what matters most: caring for
patients.

Yes, the earlier chapters may have felt heavy at times. We’ve discussed regulation, risk,
accountability, and bias — topics that sound complex, even intimidating. But this kind of evolution
isn’t new in healthcare. We’ve seen it with the introduction of electronic health records, the shift to
digital prescribing, and even the roll-out of NEWS2 and e-obs systems.

Every major advance in healthcare has come with the same pattern: scepticism, adjustment, then
improvement. Al is simply the next leap forward — one that, with proper training and oversight, can
genuinely make care safer, faster, and more person-centred.

Understanding Trust: Overtrust vs. Undertrust in Al

Trust has always been the foundation of safe clinical practice — between patients and professionals,
and increasingly, between humans and technology. When we bring Al into healthcare, that trust
must be earned through understanding, not assumed through hype.

Clinicians often react to new Al systems in one of two ways: overtrust or undertrust — and both can
create risk.

Overtrust occurs when we place too much confidence in an algorithm’s output simply because it
carries the label Al. This tendency — discussed earlier as automation bias — can lead clinicians to
override their own judgement, assuming the system “knows best.” For example, if an Al alert
suggests a patient is low risk for deterioration, staff may hesitate to escalate, even when bedside
assessment suggests otherwise.

Undertrust, conversely, is when staff dismiss or ignore Al tools altogether, assuming they are
unreliable, irrelevant, or “not for real-world medicine.” This scepticism is natural — especially given
the history of overpromised technologies — but it can also close the door to meaningful insights.

Large Al models are capable of detecting subtle patterns in places humans might overlook. They can
find correlations between seemingly unconnected data points — for instance, linking changes in
speech rhythm with early cognitive decline, or analysing background sounds in a clinical consultation



to detect respiratory distress. These discoveries can expand our collective knowledge base, revealing
new relationships that clinicians may never have considered.

If these systems are ignored out of distrust, we risk missing opportunities to learn, innovate, and
improve patient care. The key is not blind faith, but balanced engagement: questioning what the Al
finds, testing it against real-world evidence, and integrating its insights thoughtfully into practice.

Real trust sits between these extremes. It is informed trust — confidence built on transparency,
evidence, and professional understanding. Clinicians already apply this reasoning every day with
diagnostic tests and clinical guidelines: they weigh results against context and patient presentation.

The difference is that those tools evolved gradually — blood tests, imaging, and electronic health
records became trusted over years of familiarity and refinement. Clinicians grew with them.

Al, by contrast, has arrived almost overnight. Its rapid advancement feels less like an evolution and
more like a leap into a new era. That sudden shift can be unsettling. Many healthcare professionals
haven’t had the time or structured education to develop confidence with Al systems, which can make
their outputs seem opaque or even intimidating.

That’s why education and transparency matter so much. Just as previous generations of clinicians
learned to interpret ECGs or CT scans, today’s workforce must learn to interpret Al — not to become
data scientists, but to understand enough to use it safely and question it effectively.

After all, how can you provide informed treatment if you don’t understand how the model made its
prediction? Clinical reasoning depends on traceability — being able to justify why a decision was
made. If an algorithm produces a recommendation without an explainable rationale, the clinician is
left in a precarious position: accountable for a choice they didn’t fully understand.

True confidence in Al requires clarity, not mystery. Transparency must be built into both the
technology and the training, ensuring that every clinician can see beyond the output to the logic that
shaped it.

Clinician Confidence: Training, Education, and the Role of Critical Thinking

Al will only ever be as safe as the people who use it. The technology may process information faster
than any human, but it cannot apply judgement, empathy, or ethical reasoning. Those remain
uniquely human skills — and they must now extend to interpreting Al.

Confidence doesn’t come from exposure alone; it comes from understanding. Just as clinicians learn
the principles behind a laboratory test — its specificity, its limitations, its potential for error — so too
must they learn how Al reaches its conclusions. This isn’t about turning clinicians into coders or data
scientists. It’s about building digital and analytical literacy across every level of the NHS workforce.

Training must go beyond the technical. It should focus on how to question, validate, and
contextualise Al outputs within real patient care. Critical thinking remains the clinician’s strongest
safeguard. When an Al system suggests a diagnosis or flags deterioration, the correct response is not
simply “accept” or “reject” — it’s “why?”

Why did it reach that conclusion? What data did it use? Does it fit with what | see in front of me?

Several national initiatives are beginning to recognise this need. Programmes such as DART-Ed
(Digital, Artificial Intelligence and Robotics Technologies in Education) are helping NHS staff build
confidence with emerging technologies. Likewise, Health Education England and the NHS Al Lab have



identified Al literacy as a core workforce competency, proposing tiered learning pathways for all staff
— from basic awareness to advanced specialist roles.

However, confidence will not be built solely in classrooms. It must grow through experience — safe,
supervised use of Al tools, transparent feedback loops, and honest reflection on what went right and
what went wrong. Much like simulation training in clinical education, this structured learning
environment allows teams to explore errors safely and strengthen their understanding of both the
technology and their own judgement.

Al can only do what we can — but faster. It doesn’t tire, it doesn’t take annual leave, and it doesn’t
clock off after a 12-hour shift. That’s its strength — and its limitation. Al can process data endlessly,
analyse trends overnight, and flag risks long after the ward lights are dimmed. But it still works within
the boundaries of what we have taught it. It cannot improvise when a patient suddenly deteriorates,
or recognise fear in a relative’s eyes, or soften its tone to comfort someone in pain.

Where humans bring compassion and intuition, Al brings speed and scale. One is not a replacement
for the other — they are complementary. The true future of healthcare lies in combining both:
clinicians who understand their patients, supported by systems that understand their data.

Key message:
Building confidence in Al isn’t about learning the code — it’s about learning the questions. The safest
clinician isn’t the one who trusts the system most, but the one who understands it best.



Chapter 8 — The NHS and the Future Workforce
The Future Workforce: Human Expertise in a Digital Era

The future of healthcare will not be defined by machines replacing people — it will be defined by
how people work with machines.

Al will become as familiar to future clinicians as the stethoscope once was — not a novelty, but a tool
of everyday care.

To reach that point safely, we need a workforce that understands not just what Al can do, but how
and why it does it. That means embedding digital and Al literacy into every layer of healthcare
education — from student nurses and medical students to senior consultants and executive leaders.

In the same way that infection control or safeguarding are now considered universal competencies,
Al awareness will soon be part of every healthcare professional’s foundation. Understanding
probability, bias, and human factors will become as vital as knowing how to interpret an ECG or
calculate a drug dose.

Al will handle the repetition — triaging, monitoring, analysing — while humans focus on the
relationships, ethics, and empathy that make care meaningful.

Clinicians will act as interpreters and guardians of Al: using its insights, questioning its outputs, and
ensuring its decisions align with the values of patient safety, dignity, and fairness.

This evolution won’t happen overnight. It will require cultural change, continued professional
development, and collaboration between clinicians, technologists, educators, and policymakers.
Some Trusts are already leading the way — forming multidisciplinary Al oversight groups, running
digital literacy workshops, and partnering with the NHS Al Lab to test new models of safe
implementation. These efforts represent a growing recognition that the future isn’t about
automation — it’s about augmentation.

As Al becomes part of everyday practice, it will also change what it means to be a clinician. Future
generations won’t just need medical knowledge; they’ll need digital judgement. They’ll need to know
when to trust an algorithm — and when not to.

The clinician of tomorrow won’t be replaced by technology — they’ll be empowered by it.

Their expertise, compassion, and ethical reasoning will remain the cornerstone of safe care.

Al may help find patterns in data, but only humans can find meaning in the patient sitting before
them.

Key message:

The future of healthcare isn’t artificial — it’s augmented. The NHS workforce of tomorrow will
combine human insight with digital intelligence, ensuring that technology serves care, not the other
way around.



Chapter 9 — From Awareness to Action

Understanding Al is only the first step.
The next challenge is turning that awareness into safe, confident, and ethical action across the NHS.

The technology is already here — in documentation tools, decision-support systems, and operational
dashboards. What’s missing is not opportunity, but preparedness. Building an Al-ready NHS means
embedding three essential ingredients: education, governance, and collaboration.

Education: Building Literacy, Not Expertise

Al education isn’t about turning clinicians into coders — it’s about giving every member of the NHS
workforce the confidence to understand, question, and safely use digital tools.

The foundations for this approach are already outlined in the Topol Review (2019), which set the
vision for preparing the healthcare workforce to deliver the digital future. Topol identified three core
layers of digital readiness:

¢ Awareness — building understanding of emerging technologies such as Al, genomics, and
robotics.

e Experience — giving staff opportunities to use and evaluate digital tools safely in practice.

e Expertise — supporting advanced training for digital leaders, data scientists, and clinical
informaticians.

The Topol Review made one key point that remains essential today: “The greatest challenge is not
technology — it’s mindset.”
Al education must therefore focus on curiosity, critical thinking, and contextual understanding.

The NHS Long Term Workforce Plan (2023) builds on this by recognising digital literacy as a core
clinical competency for all NHS staff. It commits to developing national frameworks for Al and data
literacy, including:

e Embedding digital learning into undergraduate and postgraduate healthcare curricula.

e Upskilling current staff through structured CPD, such as the DART-Ed (Digital, Artificial
Intelligence and Robotics Technologies in Education) programme.

e Creating specialist digital roles — including Chief Clinical Information Officers (CCIOs) and
Clinical Safety Officers (CSOs) — to bridge clinical care and Al innovation.

Education must go beyond technical instruction. It should teach clinicians to question, validate, and
contextualise Al outputs — to interpret a model’s “confidence” the same way they interpret a lab
test’s sensitivity or specificity.

Critical thinking remains the strongest safeguard against error. When Al flags a result, the question
must always be:

“Why did it reach that conclusion? Does it fit what | see in front of me?”

Digital and Al literacy must be seen not as a luxury, but as part of clinical safety itself. The NHS Digital
Transformation Plan (2024) reinforces this by calling for a workforce that is “digitally confident, data
literate, and Al aware.”

In other words: safe use of Al begins with understanding.



Governance: Embedding Safety and Trust

Al deployment in healthcare must follow the same rigour as any clinical intervention.
That means:

e Maintaining a local Al Register of approved systems.

e Conducting DCB 0129 / DCB 0160 compliance checks before deployment.
e Performing bias and drift audits post-implementation.

e Ensuring clear lines of accountability — from developer to clinician.

Patients must also remain part of this governance chain. Transparency about when and how Al is
used is vital for maintaining trust. They have the right to know when Al contributes to their care and
how their data supports its learning.

This openness isn’t simply ethical — it’s what sustains the NHS’s social licence to innovate.

Collaboration: The Human Network Behind Al

Al safety doesn’t happen in isolation. It depends on collaboration between clinicians, educators, data
scientists, informaticians, and policymakers.

Hospitals that lead in digital transformation succeed because they foster dialogue — between wards
and IT, between governance teams and educators, between those who build Al and those who use it.

Every NHS organisation should form a Clinical Al Oversight Group, bringing together expertise in
patient safety, digital systems, and data governance. These groups can review deployments, monitor
real-world performance, and share lessons nationally through NHS England and the Al Lab.

Collaboration must also extend beyond individual Trusts. Regional Integrated Care Boards (ICBs) can
act as digital connectors — sharing Al tools, data frameworks, and safety learnings to avoid
duplication and ensure equity of access.

Continuous Learning: From Projects to Practice

Al systems evolve — and so must we. Implementation can never be “set and forget.”
It demands constant feedback loops:

e Did the model improve outcomes or efficiency?
e Did it alter clinical reasoning or workload?
e Were there unintended consequences?

Every Al deployment should be treated as a living system — monitored, audited, and improved
continuously.

The NHS Al Lab’s Skunkworks programme and Al Award initiative already encourage this iterative
learning, providing funding and evaluation frameworks for safe experimentation and transparent
reporting.



Feedback must travel upward as well as across: local lessons should inform national guidance,
shaping future regulation, procurement standards, and professional training.

Empowerment, Not Fear

Al should never be something done to clinicians — it should be something developed with them.
When staff are involved in procurement, testing, and evaluation, they are more likely to trust the
system, question it effectively, and use it safely.

Empowerment also means recognising that the NHS workforce is diverse — and so must be its digital
readiness. Some Trusts still lack reliable Wi-Fi, EHR integration, or sufficient IT infrastructure. The
NHS Digital Plan acknowledges this “digital maturity gap” and provides roadmaps to ensure no region
or staff group is left behind.

Digital transformation cannot succeed if it leaves parts of the workforce excluded. The goal must be
universal enablement — ensuring that every clinician, regardless of setting, can benefit from safe,
effective Al tools.

Key Message:

Awareness is no longer enough.

Action means building Al-ready skills, governance, and culture — ensuring that every NHS
professional understands, questions, and safely applies Al.

The future of patient safety depends not just on algorithms, but on people who are empowered to
use them wisely.



Chapter 10 — The Human Future of Healthcare

Change in healthcare has never been easy.

We are, by nature, cautious — and rightly so. Lives depend on getting it right.

Each new technology has brought with it scepticism, learning curves, and debate. When the first
stethoscope was introduced, many doctors refused to use it, believing it distanced them from their
patients. The same happened with X-rays, electronic records, and even hand hygiene.

Al is simply the next chapter in that same story — one that, like all progress in healthcare, must
balance innovation with humanity.

For decades, the idea of artificial intelligence has been framed as something to fear — a faceless
entity waiting to take over jobs or make human roles obsolete. Yet the reality is far more grounded,
and far more hopeful.

Al is not a thinking machine; it is mathematics dressed in language. It does not care, empathise, or
comfort. It calculates. What makes it powerful is not what it is, but what we can do with it.

Human Expertise in the Loop

Al can only do what we can — but faster.

It doesn’t tire. It doesn’t take annual leave. It doesn’t clock off after a 12-hour shift.

It can analyse patterns overnight, flag subtle risks, and process the mountain of data that human
eyes could never sift through alone. But that speed and scale come with a boundary — Al only
understands what we have taught it. It cannot improvise in a crisis, detect fear in a relative’s voice, or
sense when something “just isn’t right.”

That is the essence of the human role in healthcare.

Where Al offers pattern recognition, humans offer pattern understanding.
Where Al offers calculation, humans offer compassion.

And where Al offers prediction, humans offer judgement.

The future of care will not be a contest between humans and machines. It will be a partnership —
one that allows both to work at their best.

From Resistance to Readiness

Clinicians are used to adapting — but never this fast.

The leap from paper charts to predictive models can feel overwhelming, especially when technology
evolves faster than regulation or training.

Yet, as we’ve seen time and again in the NHS, transformation is possible when purpose is clear. The
move to digital records, the adoption of early-warning scores, the introduction of genomics — all
faced resistance, then became routine.

Al will follow the same path, provided it earns the same trust.

That trust cannot be demanded; it must be built. Through education, transparency, and honest

dialogue about what Al can and cannot do.

We don’t need every clinician to become a data scientist — but every clinician must understand
enough to question the outputs, challenge the logic, and remain the final voice in patient care.



Because how can you provide informed treatment if you are not informed about how the model
made its prediction?

Technology That Learns — and People Who Lead

Al evolves. It drifts, recalibrates, and updates.

That means our governance, ethics, and workforce must evolve with it.

Every Trust, every ICB, every professional body has a role: to ensure that this technology grows
safely, fairly, and transparently.

But equally important is what must not change.

The NHS is built on compassion, equity, and public trust. Those values must anchor every algorithm
and every deployment.

Al can make us faster — but only humans can make us better.

The Human Future

The NHS of tomorrow will look different, but its purpose will remain the same: to deliver safe,
compassionate care for all.

Clinicians and Al systems will work side by side — one bringing empathy and ethics, the other
bringing data and precision. Together, they will see more, predict more, and prevent more than ever
before.

But we must never confuse assistance with authority.

Al should inform decisions, not make them. It should serve the clinician, not replace them.

The best healthcare will always begin and end with human connection — the conversation at the
bedside, the reassurance before surgery, the moment of understanding that no algorithm can
replicate.

Key message:

The future of healthcare isn’t artificial — it’s profoundly human.

Al may help us see further, but it is compassion, curiosity, and critical thinking that will keep care
safe.

The NHS has faced change before. This time, we are not being replaced by technology — we are
being enhanced by it.



Epilogue — A Personal Note

When | first began writing this guide, my goal wasn’t to make people experts in artificial intelligence.
It was to make them curious.
Because curiosity is where confidence begins — and confidence is what keeps patients safe.

Al is not the future of healthcare; it is already here, quietly shaping how we work, learn, and make
decisions. But it will only ever be as safe, ethical, and effective as the people who use it. That’s why
this book isn’t really about machines — it’s about us. About clinicians, educators, and NHS staff who
continue to show that compassion and critical thinking will always matter more than code.

Throughout this journey, I’'ve had the privilege of speaking with healthcare professionals across
different specialities and roles. The same message came through again and again: people aren’t
afraid of technology — they’re afraid of using it without understanding it.

That fear is natural. But it can be replaced with knowledge, structure, and trust.

The NHS has weathered every wave of innovation for over seventy years. Each time, it has adapted,
learned, and improved. Artificial intelligence is simply the next challenge — and the next
opportunity. We have the chance to shape how it works for us, not around us.

To keep it safe. To keep it fair. To make sure it always serves patients first.

My hope is that this book helps you see Al not as something to fear, but as something to question —
and perhaps even to collaborate with. Because at its core, Al is not about replacing people. It’s about
freeing them — to spend more time doing what only humans can do: caring, listening, and healing.

Thank you for being part of this journey toward a safer, smarter, and more compassionate future for
healthcare.

Kevin Cairns
Liverpool, 2025



Further Reading and Resources

NHS and UK Policy Frameworks

The Topol Review (2019) — Preparing the healthcare workforce to deliver the digital future.
NHS Long Term Plan (2019).
NHS Digital, Data and Technology Standards Framework (2022).

NHS Al Lab — National programme supporting safe and ethical adoption of Al in health and
care.

DCB 0129 and DCB 0160 — Clinical Safety Standards for digital health systems.
NHS Data Security and Protection Toolkit (DSPT).
NICE Evidence Standards Framework for Digital Health Technologies (2023).

MHRA Software and Al as a Medical Device (AlaMD) Change Programme (2024).

Education and Workforce Development

Digital, Artificial Intelligence and Robotics Technologies in Education (DART-Ed).

NHS England: Workforce, Training and Education (WT&E) Directorate — Digital skills and Al
literacy programmes.

Al and Digital Readiness Programme (Health Education England).
NHS Digital Capability Framework.

FutureNHS Digital Literacy Hub — Collaborative learning environment for digital healthcare
professionals.

Academic and Ethical References

Floridi, L. (2019). The Logic of Information: A Theory of Philosophy as Conceptual Design.
Oxford University Press.

Denecke, K., & Reichenpfader, U. (2023). Ethical Considerations of Al in Clinical Decision
Support. Journal of Biomedical Informatics.

Buolamwini, J., & Gebru, T. (2018). Gender Shades: Intersectional Accuracy Disparities in
Commercial Facial Analysis Algorithms. Proceedings of Machine Learning Research.

Topol, E. (2019). Deep Medicine: How Artificial Intelligence Can Make Healthcare Human
Again. Basic Books.

McKinney, S. M. et al. (2020). International Evaluation of an Al System for Breast Cancer
Screening. Nature.

Dignum, V. (2019). Responsible Artificial Intelligence: Developing and Using Al in a
Responsible Way. Springer.



Recommended Learning and Professional Resources

NHS Al Lab “Understanding Al” eLearning Modules.
FutureNHS Digital Literacy and Al Communities.
Royal College of Radiologists — Al Guidance for Imaging Professionals.

General Medical Council — Good Medical Practice (2024 update) and guidance on technology
use in clinical care.

Nursing and Midwifery Council — Code of Professional Standards and digital professionalism
guidance.

Health and Care Professions Council — Standards of Conduct, Performance and Ethics
(including accountability for technology-assisted decisions).

Key message:

Al in healthcare is not just a technological change — it’s a learning journey.

Continuous education, reflection, and awareness will ensure that every NHS professional can use Al
safely, ethically, and confidently.



Glossary of Key Terms

Algorithm
A set of mathematical rules or instructions used by a computer to perform a specific task. In
healthcare, algorithms are used to analyse data, make predictions, or support clinical decisions.

Artificial Intelligence (Al)
Computer systems designed to perform tasks that normally require human intelligence — such as
recognising patterns, interpreting language, or making predictions based on data.

Automation Bias
The tendency for humans to over-rely on automated systems, assuming the computer must be
correct even when evidence suggests otherwise.

Bias (Algorithmic Bias)

Systematic errors in Al predictions caused by unbalanced or unrepresentative training data. For
example, if an Al model is trained mainly on one ethnic group, its predictions may be less accurate
for others.

Black Box
A term used to describe complex Al models whose internal decision-making processes are not easily
explainable, even to their developers.

Clinical Decision Support (CDS)
Al or software tools that provide clinicians with evidence-based prompts, alerts, or
recommendations to support decision-making in patient care.

Confusion Matrix
A statistical table that illustrates how well an Al model’s predictions match actual outcomes —
showing true positives, true negatives, false positives, and false negatives.

Data Protection Impact Assessment (DPIA)
A mandatory NHS process under UK GDPR to identify and mitigate data privacy risks before
implementing a new technology or system.

Data Security and Protection Toolkit (DSPT)
The NHS framework ensuring organisations protect personal data and meet information governance
standards.

Deep Learning
A type of machine learning using artificial neural networks with many layers (“deep”) to learn
complex patterns, such as interpreting medical images or speech.

Drift (Model Drift)
The gradual loss of accuracy in an Al model over time as clinical practices, populations, or data
patterns change.

Explainability (XAl)
The ability to understand how and why an Al model reached a particular decision or prediction.

False Negative
A case where an Al model fails to identify a true condition — for example, missing a patient with
sepsis.



False Positive
A case where an Al model incorrectly flags a condition that isn’t present — for example, predicting
sepsis in a well patient.

General Data Protection Regulation (GDPR)
The UK law that governs how personal and sensitive data must be processed, stored, and shared.

Machine Learning (ML)
A subset of Al that enables systems to “learn” from data without being explicitly programmed. The
model improves its predictions over time through exposure to more examples.

Model Accuracy
The proportion of correct predictions an Al model makes, expressed as a percentage. A 90% accuracy
rate means 1 in 10 predictions are wrong.

Model Training
The process by which an Al system learns patterns from large datasets to make predictions or
decisions.

Natural Language Processing (NLP)
A branch of Al that enables computers to understand and generate human language — used in voice
dictation, documentation assistants, and chatbots.

Neural Network
A computational structure inspired by the human brain, made up of interconnected “neurons” that
process and transmit information.

Overfitting
When an Al model performs well on its training data but poorly on new, unseen data — meaning it
has “memorised” rather than “learned.”

Software as a Medical Device (SaMD)
Any software, including Al systems, that performs a medical function without being part of a physical
device — regulated by the MHRA.

Transparency
The principle that Al systems used in healthcare must be explainable, auditable, and open to scrutiny.

True Positive / True Negative
Correct classifications by an Al model — a true positive correctly identifies a condition; a true
negative correctly rules it out.

Key message:

Understanding the language of Al is the first step toward using it safely.

These terms are not just technical — they represent the building blocks of digital literacy and patient
safety in a modern NHS.
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